
GUIDANCE DOCUMENT ON RISK ASSESSMENT 

BASED ON ISO 17021-1:2015 

 

1. Purpose 

This document provides detailed guidance on conducting a structured and effective risk 
assessment process in compliance with ISO/IEC 17021-1:2015, Clause 5.2.3. The objective is to 
ensure that the certification body (CB) effectively identifies, analyzes, evaluates, treats, monitors, 
and documents risks related to conflicts of interest arising from the provision of certification 
services. 

This document has been updated to address identified nonconformities (NCs) from previous 
audits, incorporating systematic integration of corrective actions, enhanced risk justification 
mechanisms, and a dynamic approach to tracking evolving risks. The updates ensure better linkage 
between historical risk assessments and present evaluations, improving transparency and 
accountability. 

This guidance aligns with ISO 31000:2018 – Risk Management Principles and Guidelines and 
incorporates relevant IAF Mandatory Documents (MDs) such as IAF MD5, MD11, and MD12, 
ensuring compliance with international accreditation requirements. 

2. Scope 

This guidance applies to all personnel responsible for conducting and managing risk assessment 
activities within the CB, including risk management teams, auditors, and senior management 
involved in ensuring impartiality. It specifically focuses on strengthening risk assessment 
processes, ensuring alignment with previous risk evaluations, and integrating corrective actions 
(CARs) and concerns from past audits. 

The document covers risks related to: 

 Impartiality and Conflict of Interest 
 Operational Risks in Certification Processes 
 Legal and Regulatory Compliance 
 Information Security and Confidentiality 
 Financial and Reputational Risks 

3. Risk Assessment Methodology 



The risk assessment process must be dynamic, continuous, and structured to ensure real-time 
tracking of emerging risks while maintaining historical consistency. The methodology follows ISO 
31000 principles and includes: 

3.1 Risk Identification 

 The CB must systematically identify potential risks that may affect impartiality and 
credibility in certification activities. 

 Sources of risk include:  
o Business relationships with clients and external parties. 
o Evolving regulatory requirements and industry standards. 
o Changes in operational procedures, policies, or governance structures. 
o Recurring issues from previous risk assessments and audit findings (CARs and 

concerns). 
 The risk register (TNV-F-075) must include a structured linkage between past assessments 

and current evaluations. 

3.2 Risk Analysis & Evaluation 

Each identified risk must be analyzed based on: 

 Likelihood of occurrence (Low, Medium, High) 
 Impact on impartiality and certification integrity (Minimal, Moderate, Severe) 
 Historical Comparison: Evaluate trends by comparing risk categories and justifications 

from previous assessments. 
 Risk Level Determination: A matrix-based approach must be used to classify risks as Low, 

Medium, or High, ensuring a structured assessment. 

Risk Category Description Likelihood Impact Risk Level 
Impartiality Conflict of Interest Medium High High 
Operational Auditor Competency High Medium High 
Regulatory Non-Compliance Low High Medium 
Information Security Data Breach Medium High High 
Financial Legal Claims Low Medium Medium 

3.3 Risk Treatment Plan 

 All identified risks must be addressed through structured mitigation measures. 
 Treatment measures must include:  

o Mandatory integration of previous CARs and concerns into new assessments. 
o Transparent documentation of risk variations with clear justifications for removed 

or modified risks. 
o Implementation of additional oversight mechanisms to strengthen impartiality. 

 A formal risk validation review must be conducted before finalizing risk treatment plans. 



3.4 Risk Monitoring and Review 

 Ongoing monitoring mechanisms must be implemented to track emerging risks and update 
assessments in real time. 

 A quarterly review cycle should be established to:  
o Compare newly identified risks with those from previous assessments. 
o Ensure that corrective actions from previous audits (CARs and concerns) are 

incorporated into the updated risk profile. 
o Justify any changes, additions, or removals of risks in a structured and documented 

manner. 
 A justification section must be added to the risk register (TNV-F-075) to document 

decisions on risk modifications. 

4. Integration of Corrective Actions and Previous Assessments 

 All nonconformities, corrective actions (CARs), and concerns raised in previous audits 
must be automatically included in subsequent risk assessments. 

 A comparative risk review process must be established to:  
o Ensure risks from prior years are re-evaluated for trends, effectiveness of corrective 

actions, and recurrence likelihood. 
o Conduct a root cause analysis (RCA) for any recurring risks to prevent future lapses. 

 Management must review and validate the historical linkage of risks before finalizing each 
assessment. 

5. Training and Competency Development 

 Conduct annual structured training programs for risk management personnel. 
 Training content must include:  

o Best practices in risk identification, assessment, and treatment in line with ISO/IEC 
17021-1:2015. 

o Justification techniques for risk variations to ensure consistency in assessments. 
o Documentation best practices for CAR integration and historical trend analysis. 

 Maintain training records and competency evaluations to ensure personnel are equipped 
with the necessary skills. 

6. Governance and Oversight 

 Establish a two-tier risk review system:  
o Internal Review: Conducted by the risk management team before submission for 

approval. 
o Management Review: Final validation by senior management to ensure compliance 

with ISO/IEC 17021-1:2015. 
 Management must formally document risk variation justifications in review reports. 
 Implement a risk validation process, requiring:  



o Cross-checking risk variations with previous assessments. 
o Justifying major changes to the risk profile. 
o Approving and signing off risk assessments by senior management. 

7. Responsibilities 

 Top Management: Approves the risk assessment framework and allocates resources. 
 Risk Assessment Committee: Conducts risk analysis and evaluations. 
 Certification Personnel: Reports potential risks and ensures compliance. 
 Internal Auditors: Verifies risk mitigation effectiveness. 

8. Record Keeping 

 All risk assessments, evaluations, and mitigation actions must be documented and 
maintained as per the CB’s document control procedure. 

9. Conclusion 

This guidance ensures a structured, transparent, and standardized approach to risk assessment, 
focusing on historical risk tracking, CAR integration, and impartiality controls. By adopting a 
dynamic risk monitoring mechanism and strengthening competency-building efforts, the 
certification body enhances its ability to identify, mitigate, and justify risks effectively, ensuring 
long-term reliability and compliance with ISO/IEC 17021-1:2015. 
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